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Description

The response appeared to contain common
error messages returned by platforms such
as ASP.NET. and Web-servers such 2s [IS
The Anti-MIME-Sniffing header X-Content-
Type-Options was not set to 'nosniff’. This
allows older versions of Internet Explorer
and Chrome to perform MIME-sniffing on
the response body, potentially causing the
response body to be interpreted and

displayed as 2 content type other than the

X-Frame-Options header is not included in
the HTTP response to protect against

'Click)acking' attacks

Evidence

under

construction

Selution Link

Disable debugging messages before pushing https://jyndb jun jp/ja/ cwe/CWE-200 html

to production. https://www.zaproxy.org/docs/alerts/10023

Ensure that the application/web server sets
the Content-Type header appropriately, and

that it sets the X-Content-Type-Options httoss//i

/ fwww zaproxy.org/docs/alerts/10021,

wndb.jvn.jp/ja/cwe/CWE-693.html

header to 'nosniff for zll web pages.

|f possible, ensure thatthe end user ugses a
standards-compliant and modemn web
browser that does not perform MIME-sniffing
Most modern Web browsers support x-
Frame-Options HTTP header. Ensure it's set

on all web pages returned by your site (if you https://jvndb.jvnjp/ja/cwe/CWE-1021 html

expect the page to be framed only by pages  hi nw.zaproxy.org/does/alerts/ 10020/
on your server (e.g. it's part of a FRAMESET)

then you'll want to uze SAMEORIGIN
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